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Abstract ideas are to compress X protocol traffic usingeséhtial

In light source beamlines, there are times wherotem compression and more importantly, to reduce thebaim
operations from users or collaborators are muclrates Of X protocol round trips across the network byngsa
This becomes challenging, considering cybersecingty Proxy X server. The differential compression alguom is
been dramatically tightened throughout many faedit Ssmart enough to discard useless information, cache
Remote X-windows display to Unix/Linux workstationsmessages that could be used later and use different
at the facilities, either with straight X-traffic ¢unneling compression scheme for images and text. For délail
through ssh ("ssh -XC"), is quite slow over |0ngtdhce7 technical information, see NX dOCUmentaﬂHn.
not quite suitable for remote control/operationae Once NX server and clients are made to work, many
implemented a solution that employs the open sour@eople are amazed how responsive it is and hole litt
FreeNX server. With its efficient compression gqmdxy Pandwidth it uses. With that kind of responsivenétss
server to reduce X round-trip traffic, the bandwidsage Not hard to imagine using it for remote monitoring,
is quite small, and the response from long distameery —control or operations. Below we will describe our
impressive. The setup we have, involves a Freedt¥es implementation at many of the NSLS facility bearatin
configured on the Linux workstation at the faciktyend
station. Remote users can use free downloadaiglet!
(Windows, Magc, Linux) at the remote site to connct CONTROLSAT THENSLSFACILITY
the FreeNX servers, through the ssh gateway atathe BEAMLINES
All traffic are tunneled through ssh, and the remsgotime

. . . In many of our facility beamlines, we employ Linux
is good enough th.at remote operations are rOUtIne\Ilyorkstations with X-Windows applications for thent|
performed. We believe this technology can haveatgre

implications for other facilities. of beamline qp_tips and experimental end s'tatioasv,veil
as data acquisitions. The control system is basethe
popular EPICH toolkit. AVME based single board CPU
(typically Motorola MVMES5500 or MVME230x) running
INTRODUCTION EPICS 10C server applications on top of the opamre®
Remote operations have been a goal for light sourceal-time operating system RTEMSis used to drive the
users, ever since the internet revolution in the. 8any hardwares (VME controllers for motors, scalers, A/D
methods has been tried, for example, web serveetc.). EPICS clients (medm scr&&nSPE®) at the
together with Java programing has been tried forote Linux workstations, communicating with the EPICOQ
users to monitor and control the experiments dhtlig server through Channel Access, provide the inteddor
source beamlines. With the tightening of cybersgcu users or beamline operators to control their imsants or
and the general requirement that web servers nopém experiments.
to the public unless absolutely necessary, thisemoid For security, the control network is isolated ipréavate
operation is getting more and more difficult. LAN, with the Linux workstation containing dual meirk
X-Windows was developed with networking in mind.interfaces, ethO to the public network, and ethlthe
As a matter of fact, X-Windows is a network protbco controls network. Per agreement with the IT séguri
Within short distance, the X-Windows remote displaylivision at the lab, there is no routing betweemdeand
works well, which is also true with the secure i@msof ethl. To access the beamline's control networkg gain
remote access, SSH. With compression, "ssh -XC", &ccess to the control to the beamline, one neeldgito to
display works satisfactorily within short distancethe Linux workstation, which is administered by tbeal
Researchers routinely use X-windows remote dispiay beamline scientist or IT personnel.
run applications remotely.
It's a different story for longer distance, whicha NX SERVER, FREENX AND NXCLIENTS
situation we have to deal with when we intend to do : .

. o To set up the NX server on the Linux workstatione o
remote operations for facility users or collaboratesho h t hoices: (1) Download the binaries from
are in other institutions. Network latency causgdrtedia ave two cho :

www.nomachine.com, where the personal server (two

delay, switch/router delays etc., makes X remospley simultaneous connections) were made free someago
painfully unresponsive. The reason behind thithad X . ; B
or one can purchase the commercial version, with

protocol_ involves many round-trip "checks and_badm’i technical support. (2) Use FreeNX, a package @unt
when displayed remotely. The large bandwidth USade suite of shell scripts using the core NX librayierhich

together with the accumulation of network latenc'e?lomachme.com GPLed and donated to the public dumai
makes response very slow. . ) :
. At the time when we were experimenting the NX serve
A group of software developers at NoMachine.com . -
. . ) . X In 2005, the free binary server from nomachine.cons
invented an ingenious solution to the problem. Tian



not available (only a demo version was), but wetget staff's home or users in their home institutionsicivh
FreeNX working. could be hundreds of miles away, where NX technpleg
FreeNX can be downloaded from many sources. b shine, one more “obstacle” has to be overcome:
comes with binaries in many flavors of Linux, asllvees cybersecurity.
source code. In our beamlines, where Debian kigidn At BNL, as in many institutions, cybersecurity heeen
is used, FreeNX installation and configuratiorstimight dramatically tightened in the last couple of yearBhe
forward: with Advance Package Tool (apt) in Debiangurrent cybersecurity perimeter defense configaratit
other software packages which FreeNX depends on &@&lL involves firewalls, gateways, proxy servers.eTh
installed automatically, which mostly include "ssh"only way for staff or users to access is VPN (statfy) or
"expect" etc. ssh gateway accounts. Thus, a user intendingnotey
access the beamline computers has to login to she s
gateway machine first, and from there, ssh to tentline
computer. It's a two step process.

| MK - IMBNL2request =)

Thus we face a problem: the nxclient needs a
NOMACHINE "hostname” and "port number". With the perimeter
General | advanced | services | Emvironment |»| defense, most of the hostnames at BNL are not oteutax
S — resolvable. Fortunately, ssh has a "port forwaytin
Host [recpueet port 2z feature® also known as "ssh tunneling”, to map the
¥ Remember my password  Keg.. remote site tcp port (e.g., 22 for ssh in our cdeen

localhost port via the ssh gateway. An exampleiimux:
"ssh -L localport:remotehost:22 username @ssh_ggtewa
Jusx =] |GNOM? =l| et In Windows or Mac, one just need to configure seh-p

: forwarding for the ssh client. With this tunnel sgt, one

—Desktop

i
MODEM  ISDM ADSL WAN LAN

e I(I:lféljr;algng’i.gure the nxclient to use "localhost" and
1024x768 =l == £
& Use default image encoding
 Use custom etfngs B PUTTING IT TOGETHER: REMOTE
Delete | Save HTI Cancel | OPERATI ONSWITH FREENX

— Once logged in, the user is presented to the famili
"gnome" or "KDE" window manager, just like login
locally. All the features are available, and almal$ X-
Window applications runs fine. The screen snapshot
. " : NOthe left shows a remote window, with EPICS medm
the “nxclients” software from nomachine.com. Neoli yiohovs for beamline motors and scalers. The tgrea

Ijovilrﬁz:;isoulz'cse ;82"\’\;32' ?nUt t:es ?)ofprﬁgr(a;alt'grbrﬁsadvamage of NX, compare with other remote X-server
. ' . C o - e.g., exceed), is the responsiveness over longmnitis.
Windows, Mac, and Linux. Configuring the nxclieist g ) b 8

e In a typical remote login from home, with cable reod
also easy, fill in the hosthame and port number sk broadband, the authors have no problem to run

(normally this is "22"), and one is ready to Oaxperi :
) periments at the beamline.
Connections types (MODEM-ISDN-ADSL-WAN-LAN) 10 Freenx/nxclient combination has been made to

can be chosen to determine the compression lduehe work successfully at NSLS since December 2005. It

office environment, or at home with cable_ mOderTE)rovides a powerful tool for beamline scientistsd an
broadband, the default value of ADSL works fine.c®n engineers to remotely diagnose and troubleshoot
thﬁ conf!'guranon 'S,, sav%d, Pne IS atdlt'he Iogmdmudu, instrumentations, and users and collaborators darote

w tire fi uts_ername an passwor are use %rperations. For example, just recently a scielftise of
authentication. the authors, P.S) was in Australia on a businéssatnen

one of his prototype detectors in use at one ofNB&S
CYBERSECURITY AT BNL AND SSH beamlines got reset due to power loss. Users were

PORT FORWARDING confused and emailed the scientist for help. Thensist
was able to remote login with nxclient, displayedstnof

The above arrangement (FreeNX server and nxclierff)® detector parameters with graphical tools (medm
works quite well inside of our laboratory. Scietgiand Screen, similar to above) and in a snap, set theeco
engineers liked the responsiveness, and the familig@rameters from thousands of miles away.

"gnome" or "KDE" windows manager (chosen at the
nxclient configure screen), and they start to bisesetup,
prefer it over the standard "ssh -XC". To do nmemhote
operations from outside the laboratory, for examfstem

Figure 1: nxclient configuration

On the remote user's end, they just need to downlo



NX - zyin@|sx12a:1000 - Isx12a (GPL Edition)
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Figure 2: Snapshot of remote screen

CONCLUDING REMARKS
Smart and efficient compression, together with grx

server and other tricks make NX the most responsi
remote desktop for X-Windows system today. Taki

advantage of the great responsiveness of the
technology, as well as port-forwarding feature &HS
we successfully implemented FreeNX for

work. We'd also like to thank staff and colleagae8NL
for testing and feedback. This work is performédha
National Synchrotron Light Source, Brookhaven Nagio
Laboratory, which is supported by the US Departnuént
n\ffnergy, Office of Science, Office of Basic Energy
'\%giences, under Contract No. DE-AC02-98CH10886.

remote

beamline diagnostics, data processing and opegatibn

NSLS. As all traffic are tunneled through SSH, thes

operations are secure. If so desired, additionalrity
keys can be generated and dispatched to autharszd.
The solution is generic, no programming is involvadle
believe this solution could have great implicaticios
many facilities.
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